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Securing Your Enterprise Office 365 with FortiMail

The appeal for Office 365 from Microsoft is readily apparent:
m A full suite of mission-critical business applications
= A “no operations” model
= Always-on cloud distribution
= Disaster recovery and data security built in

Plus many others. And Microsoft has done a first-rate job of
making Office 365 both a complete solution and one that is easy
to adopt. Microsoft has even built in layers of security —starting
with physical security at their world-class data centers with layers
on top for DDoS, encryption, anti-malware, and other critical
security capabilities.

While Microsoft has delivered a full-suite solution in Office 365,
many organizations have a need for a “next-generation” level of
security for their Office deployment. With the release of FortiMail on
Microsoft Azure (https://azure.microsoft.com/en-us/marketplace/
partners/fortinet/fortinet-fortimail/), not only is this level of security
available but it is ready to deploy from directly within Microsoft’s
Cloud environment.

FortiMail Complements Office 365 Security in
Microsoft’s Cloud

One of the driving use cases for FortiMail has been protection of
Microsoft Office and Office 365. For customers looking for “next-
generation” protection “and compliance, there’s a tried-and-true
partnership with FortiMail + Microsoft Office solutions. What
FortiMail brings to your Office 365 environment is:

= Anti-spam and anti-phishing
m Breach detection and prevention

= Reactive and proactive testing

Granular-level details on threats —including notifications on
emails/docs that have been cleansed

Identity-based encryption

m Predefined dictionaries that are customizable

FortiMail comes with an advanced threat protection framework,
which ensures that the targeted attack kill chain is contained at
an early stage. And, because it’s delivered by Fortinet, FortiMail is
backed by Fortinet’s industry-leading FortiGuard threat research,
SO you can rest easy knowing your mission-critical business
applications are protected.

Why FortiMail and Office 3657

When Fortinet embarked on designing and developing
FortiMail, the foundational design point was to ensure that
communication and documents reach their destinations in a
timely manner. Once this was established as the foundation,
Fortinet went about building a security solution that fully
protected customer communication without compromising

the speed of business needed. The end result is an enterprise-
class email security solution built with a “Low-Impact Scanning”
approach:
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What'’s the Catch—Must Be Difficult to Set Up,
Right?

Answer: No—the FortiMail + Office 365 setup is easy and
straightforward. FortiMail has been working with Microsoft
Office products for years, and FortiMail can be easily added
either during the initial Office 365 setup or as an add-on later.

Below is a reference architecture for the FortiMail + Office

365 solution. As you can see, not only is the next-generation
protection available but all of the near-instantaneous processing
takes place within Microsoft Cloud.
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Microsoft runs their software as a service (SaaS— Office 365

is a SaaS service) and their infrastructure as a service (laaS—
Microsoft Azure delivers both laaS and platform as a service) on
logically and physically separated infrastructure. However, all of
Microsoft’s Cloud operates within a single autonomous system
(AS). With this design, your information is secure, is delivered
rapidly, and never has to leave Microsoft’s world-class network.

Our FortiMail + Office 365 Cookbook can be found here:
http://cookbook.fortinet.com/how-to-integrate-fortimail-into-
office-365/.

You can find our FortiMail VM for Azure here: https://azure.
microsoft.com/en-us/marketplace/partners/fortinet/fortinet-
fortimail/.

For more information on our Microsoft Azure program @
Fortinet, please visit our Azure site: https://fortinet.com/azure.

FortiMail Excels with Independent Testing

Virus Bulletin (www.virusbulletin.com) recently ran a VBSpam
test across 16 full email security (anti-spam) solutions. FortiMail
excelled with all tests and received the highest rating available —
VB Verified Spam-+.

Full test results are available here: https://www.virusbulletin.
com/virusbulletin/2016/05/vbspam-comparative-review/.

About Fortinet FortiMall

FortiMail is provided by Fortinet, Inc., (www.fortinet.com),

a recognized global security company that covers a range
of sensitive data users including Finance and Government.
Fortinet’s FortiMail Secure Messaging system provides
protection to organizations against message-born threats,
and it provides a turnkey appliance approach to secure and

_
= clean corporate email. The FortiMail systems provide high-
—_— performance mail routing and security by utilizing multiple high-
accuracy, anti-spam filters coupled with FortiGuard’s industry-
leading antivirus and anti-spyware protection.
amn GLOBAL HEADQUARTERS ~ EMEA SALES OFFICE APAC SALES OFFICE LATIN AMERICA SALES OFFICE
-.w HT" |ETC Fortinet Inc. 905 rue Albert Einstein 300 Beach Road 20-01 Paseo de la Reforma 412 piso 16
899 Kifer Road Valbonne The Concourse Col. Juarez
Sunnyvale, CA 94086 06560, Alpes-Maritimes, Singapore 199555 C.P. 06600
United States France Tel: +65.6513.3730 Meéxico D.F.
Tel: +1.408.235.7700 Tel +33 4 8987 0500 Tel: 011-52-(55) 5524-8428

www.fortinet.com/sales

Copyright © 2016 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet, Inc., and other Fortinet names herein may also be registered and/or common law
trademarks of Fortinet. All other product or company names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and actual performance and other
results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied,
except to the extent Fortinet enters a binding written contract, signed by Fortinet’s General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified performance metrics and, in
such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal
lab tests. Fortinet disclaims in full any covenants, representations, and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify, transfer, or otherwise revise this publication without notice, and the most

current version of the publication shall be applicable.

Sep 20, 2016


http://cookbook.fortinet.com/how-to-integrate-fortimail-into-office-365/
http://cookbook.fortinet.com/how-to-integrate-fortimail-into-office-365/
https://azure.microsoft.com/en-us/marketplace/partners/fortinet/fortinet-fortimail/
https://azure.microsoft.com/en-us/marketplace/partners/fortinet/fortinet-fortimail/
https://azure.microsoft.com/en-us/marketplace/partners/fortinet/fortinet-fortimail/
https://fortinet.com/azure
https://www.virusbulletin.com/virusbulletin/2016/05/vbspam-comparative-review/
https://www.virusbulletin.com/virusbulletin/2016/05/vbspam-comparative-review/
http://www.fortinet.com

